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About WingateWeb Hosting & Security °
WingateWeb provides innovative technology solutions for event management.

With emphasis on managing all event data using a single system, WingateWeb’s ®
technology offers comprehensive solutions to complex event challenges. e @ . ® -
Current clients include many Fortune 500 companies who demand leading-

edge technology solutions for their events. As you use WingateWeb solutions to )

collect and manage your event data, be assured that your data is being hosted

in a secure environment with the highest levels of uptime. We adhere to the -
strictest standards for physical security and back up your data continually.

WingateWeb provides: AEeTE BTN D

« Redundant, secure data centers. WingateWeb providesa beter

. Firewall-pro@ected network designed and maintained by experienced experience for attendees and event

network engineers. _

+ Multiple secure servers for managing disparate data independently. plannersthroughleading

« Protection for confidential information, including PCl-compliant handling techrology. Our award-winning

of financial transactions. _ )

o Redundant daily backups and a comprehensive disaster-recovery plan. software and professional services
Review this document to learn why you can trust WingateWeb to host your havebeenpushng the limits of
event data. strategic event management since
.:: Redundant, Secure Data Centers 1998. WingateWeb sd utionsoffer
WingateWeb ensures the safety of your data by keeping it in 2 physically powerfu real-timereporting and
separate locations: _

event analytics. With Wingate\\eb

+ WingateWeb Headquarters. Our professional office space in Lindon,
Utah, houses data in a secure server room. The room is monitored by techrology, event plannerscan
network cameras and entry is controlled by electronic card access.

» Off-Site Hosting Facility. Redundant instances of all production
applications and client data are housed at SingleEdge, a state-of-the art targeted leads.
data center facility located in Salt Lake City, Utah. WingateWeb’s service
agreement with SingleEdge guarantees us 99.999% uptime for network
availability. (For more information, see www.singleedge.com.)
A secure, encrypted connection is used to transfer data from WingateWeb
headquarters to the off-site facility at SingleEdge.

quickly turn event data into highly

.12 Network Security

All private data is protected behind a firewall. Only WingateWeb employees
who have been approved to work on your project are given access to your
project’s network resources. According to WingateWeb application rules and
customer business policies, access to files and file servers is allowed only
through application interfaces.
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.:: Server Security
The network team at WingateWeb installs and maintains three different categories of servers:

» Web and Application Servers. These servers run WingateWeb applications and web services, using
Resin as the application server and Apache as the web server. Developers are granted access to these
servers to deploy code and to check application server logs. Only the engineers on the network team
are granted root (superuser) access to these servers. Application and web servers cannot run as the
root user. Only necessary application server programs run on the servers. All deployed applications are
reviewed for compliance to security guidelines when the applications are deployed and on a regular
basis.

» Data Server. Data servers are used to maintain client data. WingateWeb software runs on Oracle
(Conference) and PostgreSQL (Event Console) databases.

» Infrastructure Servers. WingateWeb maintains several additional servers used to maintain these
functions: firewalls, virtual private network (VPN), domain name services (DNS), mail exchange,
system monitoring, and network routing. The passwords on these servers are different from all other
systems, as well as each other, to prevent a single point of compromise affecting all systems.

.:: Protection for Sensitive and Confidential Information

Credit card and payment information are encrypted in our databases. To further protect financial
information and maintain high security standards, SecurityMetrics (www.securitymetrics.com) tests each
web site that we host to certify that it meets Payment Card Industry (PCIl) Data Security Standards (DSS). All
major credit card companies require compliance with these standards.

Additionally, all data related to your project and your project’s business rules is considered to be sensitive
and confidential. The storage of sensitive and confidential data is subject to hosting requirements and
customer best-practices for data storage. Specifically, your data is stored only on secure servers or
workstations. All WingateWeb employees who have access to your data are required to sign confidentiality
and non-disclosure agreements. Your data is released to third-party companies only with prior written
approval.

.:: Backup Strategy and Disaster Recovery Plan
WingateWeb follows a rigorous backup plan to ensure that your data is retrievable even in disastrous
circumstances:
» An encrypted database backup is created each night. The data for each client event is backed up
separately.
» Two weeks of backups are kept locally on the server.
« Each nightly backup is also copied to two additional locations: (1) an archive server and (2) a tape
backup on yet another server.
» Tapes are replaced regularly and locked in a safe at WingateWeb headquarters.
« Every two weeks, the tape data is checked to verify that backups can be retrieved and that data is
valid.
« Once a quarter, the disaster recovery plan is tested to verify that the data can be restored as
expected.
« Once a project is complete and data is no longer being actively stored in WingateWeb applications, all
data (including software code, web logs, and data) is transferred to DVD and stored for 3 years in a
safety deposit box. After 3 years, the media is destroyed via shredding.

More Information
A more detailed WingateWeb Security document is available upon request by contacting your Sales
Representative. (To receive this document, you must sign a non-disclosure agreement.)
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